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As governmental and non-governmental operations become progressively supported by vast automated
systems and electronic data flows, attacks of government information infrastructure, operations and
processes pose a serious threat to economic and military interests. In 2007 Estonia suffered a month long
cyber assault to its digital infrastructure, described in cyberspace as ‘Web War I’. In 2010, a
worm—Stuxnet—was identified as supervisory control and data acquisition systems at Iran’s uranium
enrichment plant, presumably in an attempt to set back Iran’s nuclear programme. The dependence upon
telecommunications and information infrastructures puts at risk Critical National Infrastructure, and is now
at the core of national security interests.

This book takes a detailed look at these new theatres of war and considers their relation to international law
on the use of force. Except in cases of self-defence or with the authorisation of a Security Council
Resolution, the use of force is prohibited under the UN charter and customary international law. However,
the law of jus ad bellum was developed in a pre-digital era where current technological capabilities could not
be conceived. Jackson Maogoto asks whether the law on the use of force is able to deal with legal disputes
likely to arise from modern warfare. Key queries include how one defines an armed attack in an age of anti-
satellite weaponry, whether the destruction of a State’s vital digital eco-system or the "blinding" of military
communication satellites constitutes a threat, and how one delimits the threshold that would enliven the right
of self-defence or retaliatory action. The book argues that while technology has leapt ahead, the legal
framework has failed to adapt, rendering States unable to legally defend themselves effectively.

The book will be of great interest and use to researchers and students of international law, the law of armed
conflict, Information Technology and the law, and counter-terrorism.
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From reader reviews:

Lela Hird:

In this 21st centuries, people become competitive in every way. By being competitive now, people have do
something to make these survives, being in the middle of the crowded place and notice by simply
surrounding. One thing that occasionally many people have underestimated this for a while is reading. Yes,
by reading a publication your ability to survive raise then having chance to stand up than other is high. For
yourself who want to start reading a new book, we give you this kind of Technology and the Law on the Use
of Force: New Security Challenges in the Twenty-First Century (Routledge Research in International Law)
book as starter and daily reading e-book. Why, because this book is usually more than just a book.

Michele Reynolds:

Reading can called mind hangout, why? Because while you are reading a book specially book entitled
Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First Century
(Routledge Research in International Law) your head will drift away trough every dimension, wandering in
most aspect that maybe unknown for but surely will end up your mind friends. Imaging every single word
written in a publication then become one web form conclusion and explanation that maybe you never get
before. The Technology and the Law on the Use of Force: New Security Challenges in the Twenty-First
Century (Routledge Research in International Law) giving you an additional experience more than blown
away your mind but also giving you useful information for your better life in this era. So now let us show
you the relaxing pattern this is your body and mind will probably be pleased when you are finished looking
at it, like winning a sport. Do you want to try this extraordinary spending spare time activity?

Judy Marinez:

Are you kind of active person, only have 10 or even 15 minute in your day time to upgrading your mind
proficiency or thinking skill possibly analytical thinking? Then you are receiving problem with the book in
comparison with can satisfy your short period of time to read it because pretty much everything time you
only find publication that need more time to be go through. Technology and the Law on the Use of Force:
New Security Challenges in the Twenty-First Century (Routledge Research in International Law) can be
your answer given it can be read by anyone who have those short spare time problems.

Jennifer Powell:

That guide can make you to feel relax. That book Technology and the Law on the Use of Force: New
Security Challenges in the Twenty-First Century (Routledge Research in International Law) was vibrant and
of course has pictures on the website. As we know that book Technology and the Law on the Use of Force:
New Security Challenges in the Twenty-First Century (Routledge Research in International Law) has many
kinds or type. Start from kids until adolescents. For example Naruto or Private investigator Conan you can
read and feel that you are the character on there. Therefore , not at all of book are generally make you bored,



any it offers up you feel happy, fun and rest. Try to choose the best book in your case and try to like reading
that will.
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